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[MpaBuia nojaszoBanust Uurepuerom H COUMaIbHBIMH Eefmj\giﬁ_
C KakIbIM TOJOM MOJIOACKHM B HMHTEpPHETE CTAHOBHUTHCS OoJibllie, a IIKOJbHHUKH
OIHM W3 CaMBbIX AaKTHBHBIX ITojib3oBareneit Pynera. Mexay TemM, DOMHUMO
OrPOMHOTO KOJNMYEeCTBa BO3MOKHOCTEH, HMHTEpPHET HeceT M Ipobiembl. Jta
raMsiTKa JIOJKHA MoMoYb Tebe 0€301acHO HaXOAUThLCS B CETH.

KomnboTepHbie BHPYCHI

KomnproTepHblii  BHPYC — 3TO pa3sHOBHAHOCTH KOMIIBIOTEPHBIX [POrpaMM,
OTJIMYHTENBHONH 0COOEHHOCTBIO KOTOPOH SBJISETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO.
B nomonHenHe K 3TOMY, BUPYChl MOI'YT MOBPEJHTL HJIH TMOIHOCTBIO YHHUTOXKHUTH
Bce (aiinbl U JaHHBIE, OJIKOHTPOJBHBIE MTOJIH30BATENIO, OT UMEHH KOTOPOIo ObLia
3anylieHa 3apak€HHas MporpamMma, a TakkKe MOBPeAWTbh WM Ja)e YHHUTOKHUTH
OTEPallMOHHYIO CHCTEMY CO BceMHd (ainamu B meioM. B GonbluMHCTBE ciiydaes
pacIpoCTpaHsIOTCs BUPYCHl yepe3 HHTEPHET.

MeTo/1bl 3alUThI OT BPEJIOHOCHBIX [TPOrPaMM:

1. Mcrnonb3yll coOBpeMEHHBIC OMEpPallHOHHBIE CHUCTEeMbl, MMEIOIHE CEePhE3HBIM
YPOBEHB 3allUTHI OT BPEAOHOCHBIX IIPOIPaMM; '

2. llocrosuHo ycraHaBnuBaii mnaruu  (uM@poBble  3arjlaTkd,  KOTOpbIe
ABTOMATHYECKHM YCTAHABIMBAIOTCSI C LEJIbI0 JI0padOTKU TMPOrpaMMbl) M. Jpyrue
OOHOBJIEHUS! CBOEH onepallMOHHOHW cucTeMbl. C(CkauMBai MX TOJBKO C
opurmanbHoro  cadta paspadboruuka OC. Ecam  cyuwecrByer  pexum
aBTOMATH4YeCKOro OOHOBIIEHUS, BKJIIOYH €ro;

3. PabGoraii Ha CcBOE€M KOMHOBIOTEpPE [0 [IpaBaMH [I0Jb30BaTelisl, @ HE
aJIMUHUCTpAaTOpa. DTO HE [O3BOJAUT OOJIBIIMHCTBY BPEAOHOCHBIX [POrpamMMm
HMHCTAJNIMPOBAThCS Ha TBOEM I1€PCOHAIBHOM KOMIIBIOTEpE;

4. Hcnonb3yli  aHTUBUpYCHble  NPOIpAMMHBIE  NPOJYKTHl  U3BECTHBIX
IPOH3BOJUTENEH, C aBTOMATUYEeCKUM OOHOBIEHHeM 0a3;

5. Orpanuub GpH3HYECKHH AOCTYIT K KOMIIBIOTEPY I MOCTOPOHHHUX JIULL,

6. Vcronb3yil BHEIIHHE HOCHTEM HHPOpPMALKMH, TakHe Kak (rerika, JUCK WIH
(aitst U3 HHTEPHETA, TOJIBKO W3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He otkpbiBaif KomIibiOTepHble (hailibl, NOXyYEHHblE W3 HEHAAEKHbIX
UCTOYHUKOB. [laske Te (aiiibl, KOTOpBIE NIPHUCIA TBOH 3HAKOMbIH. Jlyulne yTOYHH Y
Hero, OTIpaBIIAjl JiH OH Tebe HX.




Cern WI-FI

Wi-Fi - 510 He Buj mepeaayd NaHHBIX, HE TEXHOJOTHUS, a BCEro JHIIb OpPEH],
mapka. Eme B 1991 romy Huaepianjackass KOMIAHHUS 3aperucTpupoBana OpeH[
«WECA», uto o6o3nagano cinoBocoderanue «Wireless Fidelity», xotopsiii
NEPEBOJUTCS KaK «OeCIIpOBOIHASI TOUHOCTHY. Jlo Halero BpeMeHH Jolijia Ipyras
ab0peBuaTypa, KOTopast SIBJISETCS TAKOH ke TEXHOIOTHei. 1o abOpeBuarypa «Wi-
Fi». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHJAPT BBICIIMNA 3BYKOBOM
texauku Hi-Fi, 9ro B mepeBome o3Ha4aeT «BBICOKAss TOYHOCTHY». Jla, OecruiaTHbIM
WHTEPHET-IOCTYNT B Kade, OTEIsIX U  adpomopTax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBbIXOJJa B HWHTepHET. HO MHOTHMe »SKChnepThl CYUTAIOT, YTO
obmenoctynasie Wi-Fi ceTu He sBIsrOTCS 0€30MacHbIMHU.

CoeTbl 10 0€30MacHOCTH paboTe B OOIIETOCTYMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro THMYHYIO HH(pOpMaIHIO yepe3 oomenocrynubie Wi-Fi cern.
PaGotas B HHX, elareapHO HE BBOAWTH MApOIM JOCTYIA, JJOTHHBI M KaKHE-TO
HOMEDA;

2. Vcnonp3yil 1 0OHOBISM aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. Tem caMbiM
ThI 00€30Maculllb ce0s OT 3aKa4KH BUPYCa Ha TBOE YCTPOMNCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkimroun Qynkuuio «OO0mmii qoctyn K Qaitnam u
npuntepam». JlaHHasg QyHKUMA 3aKpbiTa MO YMOJYAaHMIO, OJHAKO HEKOTOPbIE
NI0JIb30BATEN aKTUBUPYIOT €€ /Ui yA00CTBa UCIIONIb30BaHUs B paboTe UK yueoe;

4. He ucnons3yit myonuunbii WI-FI juist mepenaun TUYHBIX JaHHBIX, HAIIPUMED
JUISL BBIXOZIA B COLMAJIBHBIE CETH WM B AJIEKTPOHHYIO I1OYTY;

5. Ucnonw3y#i Tosibko 3amuineHHoe coeaunenue yepes HTTPS, a ne HTTP, T.e.
pu Habope BeO-aapeca BBOAN UMEHHO «https://»;

6. B wmoOunbHOM TenedoHe otmoun (ynkumio «llomkmouenue k  Wi-Fi
aproMarnueckn». He momyckall aBTOMaTM4yeCKOTO MOJKJIIOYEHUS] YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

ConuajbHbIE CeTH

COI_[I/IaJ'IBHBIC CCTH AKTUBHO BXO/AT B HAIly XHW3Hb, MHOTHC JIFOOU pa6OTaIOT n
JKUBYT TaM ITOCTOSIHHO. MHorue 1moJjib30BaTe/iu HE IIOHMMAIOT, 4YTO HH(bOpMaHHH,
pasMCIICHHAadA UMK B COLOHUAJIBHBIX CCTAX, MOJKCT OBITH HaﬁI[CHa KU HCIIOJIb30BaHa
KEM YToaHO, B TOM YHCJIC HC 00s13aTEIBLHO C OJIaruMu HaMCPCHUAMU.

OCHOBHBIE COBETHI 0 0E30MaCHOCTHA B COLIMAIBHBIX CETAX:

1. Orpanuub cnucok npy3ei. Y TeOs B Jpy3bsixX HE JOKHO ObITh CIy4yallHBIX U
HE3HAKOMBIX JTIOICH;

2. 3ammuimiail CBOIO 4YacTHYIO >Ku3Hb. He ykaswiBail maposu, TenedoHsl, aapeca,
JlaTy TBOETO POXACHUS U JIPYrylo JUYHYI0 HHGOPMAIUIO. 3JI0yMBIIIICHHUKA
MOTYT HCIIOJIb30BaTh Jake HHGOPMAIUIO O TOM, KaK Thl W TBOU POJUTEIU
IJIAHUPYETE MPOBECTU KAHUKYIIbI,



3. 3amuiiail cBOIO pemyTaluio - JAEpXKH €€ B YMCTOTE M 3ajaBail ceOe BOMpocC:
X0Ten Obl Thl, YTOOBI JpyrHe MOJB30BaTEeNU BHUAEIH, YTO Thl 3arpyxaemib?
[Tomymaii, mpexie 4eM 4TO-TO OMYOJUKOBATh, HAMTMCATh U 3arPy3UTh;

4. Ecnu Thl rOBOpHILb C JIFOABMHU, KOTOPBIX HE 3HAEllb, HE MCIOJB3YyH CBOE
peanbHOE UMA U JIPYTYIO JIMYHYIO MH(POPMALMK: UMs, MECTO XKHUTEJIbCTBA, MECTO
yueObl U Ipouee;

5. Wzberaii pasmemenust (ororpaduit B MHTEpHETE, TIAe ThHl H300pakeH Ha
MECTHOCTH, TI0 KOTOPOI MOKHO OTIPEICTUTh TBOE MECTOIOJIOKEHHCE,

6. Ilpu perucrpauuu B COIMAJIBbHOW CETH HEOOXOAMMO HCIOIb30BATH CJIOXHBIE
MapoJu, COCTOsIIME U3 OYKB U IU(PP U C KOJTUUECTBOM 3HAKOB HE MEHEE &;

7. ns couManmbHOW CETH, MOYTHI M JPYTUX CAWTOB HEOOXOAMMO HCIOJB30BaTh
paszHple maponu. Torga eciu TeOs B3JIOMAlOT, TO 3JOYMBIIIJIEHHUKH MOJIy4ar
JOCTYT TOJIBKO K OJHOMY MECTY, @ HE BO BCE Cpa3y.

DJIEKTPOHHbIE ICHbI'H

DJNEKTpOHHBIE JEHBIM — 3TO O4YE€Hb YAOOHBIA CMOCOO IJIaTeXeH, OJIHAKO
CYILIECTBYIOT MOIIIEHHHUKH, KOTOPBIC XOTAT MOJYYUTh TU JICHBI'H. DJICKTPOHHBIC
NEHBI'H TMOSIBUJINCH COBCEM HEJAaBHO M HMMEHHO H3-3a2 JTON0 BO MHOIHUX
rocyJlapCcTBax JI0 CHX IOp HE MPOIHMCAHO Mpo HUX B 3akoHax. B Poccum ke onum
(GYHKIMOHHPYIOT W O HHUX YXKE MPOMHCAaHO B 3aKOHE, IJIe MX pa3elsIioT Ha
HECKOJIBKO BHJIOB — AaHOHMMHEIE M HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHEIE
- 9TO T€, B KOTOPBIX pa3peliacTcs MPOBOAUTH omepanur 0e3 HIAeHTH(HUKAIUU
MOJIb30BaTEe/Isl, @ B HEAHOHWMHBIX HACHTHU(UKAIIUKA TIOJIH30BATENIS  SIBISICTCS
obs3aTenpHOM. Takke cienyeT pa3anyaTh JJICKTPOHHBIC (PUATHBIC JICHBIM (PaBHBI
TOCY/IapCTBEHHBIM BaJIFOTaM) M JJICKTPOHHBIC He(HUaTHbIC JEeHBIU (HE pPaBHBI
rOCY/IapCTBEHHBIM BaJIIOTaM).

OcCHOBHBIE COBETHI IO O€30MACHOM paboTe C ANEKTPOHHBIMU JICHBI AMH:

1. TlpuBsiku K cuery MOOWIBHBIA TenedoH. DTO camblil yIOOHBIH M OBICTPHII
croco0 BOCCTaHOBUTH AOCTYI K cueTy. [IpuBs3aHHBI TenepOH MOMOXKET, €CIH
3a0y/elnib CBOM TIUIATEXKHBIM Mapoiib WIM 3aiiielllb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yit omHopa3oBble mapond. Ilocime mepexoga Ha  YCHICHHYIO
aBTOpHM3alMio TeOe yke He OyleT yrpokarb OMacHOCTh KPaKU WJIM MepexBara
IJIATEKHOTO MapoJIs;

3. BeiOepu crnoxubIit maposs. [IpectynmHukam OyAaeT HE MPOCTO YrajaaTh CIOXKHBIN
napoib. Hagexxasie mapoin — 3TO Mapoiii, KOTOPhIE ColepKaT He MeHee 8 3HAKOB
U BKJIIOYAIOT B Ce€OS CTPOYHBIE W TPOMUCHBIE OYKBBI, HMUPPHI U HECKOJIHKO
CUMBOJIOB, TaKMe€ Kak 3HAK J0Jutapa, (yHTa, BOCKIWIATENbHBIA 3HaK W T.II.
Hampumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC TAHHBIE HA CAlTaxX, KOTOPHIM HE 10BEPSICIIIb.



DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS TIoYTa — O3TO TEXHOJIOTHUS W MPEAOCTAaBIISIEMbIE €10 YCIYTHd IO
MEPECHUIKE U MOJIIYYEHHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPBIE PaCIpPEestoTCs B
KOMITbIOTEPHOU ceTh. OOBIYHO DSJCKTPOHHBIA IMOYTOBBIM SIIUK BBITJISIAT
CIICIYIOIMNM 00pa3oM: UMs_TOJIb30BaTess(@uMs_oMeHa. Takxke kpoMe nepeaadn
MIPOCTOTO TEKCTa, UMEETCSI BO3MOYKHOCTD Iepe/iaBaTh (haibl.

OcCHOBHBIE COBETHI IO 0€30MaCHOM pabOTe ¢ AIEKTPOHHOMN TOYTOM:

1. Hamo BeIOpaTh mpaBUIBLHBIA MOYTOBBIN CepBUC. B MHTEpHETE €CTh OTPOMHBII
BBIOOp OECIUIaTHBIX IOYTOBBIX CEPBUCOB, OJIHAKO JIYYIIE JIOBEPSTh TEM, KOO
3HaCIIb U KTO NEPBbIA B PEUTHHIE;

2. He yka3piBail B JWYHOW MouTe JWYHYI0 HHpopmanuio. Hampumep, myuiie
BBIOpaTh «MY3bIKaNbHBIN (panaT@» unu «pok2013» BMecTo «remal3;

3. Mcnonps3yld IBYXATAllHYHO0 aBTOPU3ALMIO. DTO KOLJa MOMHUMO MapoJisi HYKHO
BBOJIMTH KOJI, PUCHUIAEMBIN 110 SMS;

4. BoiOepu CIOXXHBIN Mapoib. sl KaK10ro MOYTOBOTO SIIUKA TOKEH OBITH CBOM
HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY IIApOJIb;

5. Ecnu ecTh BOBMOXXHOCTh HAIMMCATh CAMOMY CBOW JIMYHBIM BOIIPOC, WCIOJIB3YH
3Ty BO3MOKHOCTb;

6. Vcnosnb3yil HECKOJIBKO MOYTOBBIX SITMKOB. IIepBBIil 11l 4aCTHOM MEPENUCKHU C
agpecaraMy, KOTOPBIM Tbl JIOBEpSi€lIb. JTO DJIEKTPOHHBIM aapec HE HaAo
HCIIO/Ih30BaTh MPU PErUCTpaIlii Ha popymax U caiTax;

7. He oTkpbIBaii aiiiel ¥ IpyTrUe BIOKEHUS B MUChMAaX JAXe €CIU OHU MPUIILIH OT
TBOUX Apy3el. JIydille yTOuHM Yy HUX, OTTIPABIISUIA JIK OHU TeOe 3T (haibl;

8. Ilocne okoH4YaHUs1 pabOTHI HA TTOUYTOBOM CEPBUCE MEPEN 3aKPHITUEM BKJIAJKH C
caiiToM He 3a0yab HaxaTh Ha «BBIATIHY.

Ku0epOysIinHT WM BUPTyaJIbHOE M3/1€BATEJIbCTBO

KubepOymiuHr — mpecieaoBaHue COOOIICHUSMH, COACPIKAITUMU OCKOpOJIEHUS,
arpeccuio, 3alyruBaHNe; XyITUTaHCTBO; COIMATbHOE OOMKOTHPOBAHNE C TIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE C KNOEPOYIITUHIOM:

1. He 6pocaticsa B 60ii. JIyumuii cnoco6: MOCOBETOBATHCS Kak ceOsl BECTU U, €CIIU
HET TOT0, K KOMY MO>XHO 00paTUTHCA, TO BHAYaJIe YCIIOKOUThCs. Eciu Thl HauHeI b
OTBEUaTh OCKOPOJEHUSMU Ha OCKOPOJICHHS, TO TOJIBKO €Ile OOJbIIE Pa30yKKEITh
KOH(JIUKT;

2. Yrpasnsii cBoelt kubeppernyTaruei;

3. AHOHUMHOCTbH B ceTH MHUMas. CyIlecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM AKKayHTOM;



4. He cTouT BecTu XynuraHcKui o0Opa3 BUPTyajJbHOU ®u3HU. IHTepHET PUKcHpyeT
BCE TBOM JCHCTBUS U COXpAHSIET UX. YIAIUTh UX OyZleT KpaiiHe 3aTpyAHUTEIbHO;

5. Cobmrofait CBOM BUPTYyaIbHYIO YECTh CMOJIONY;

6. Urnopupyit equuuyHblidi HeratuB. OHOPa30Bbie OCKOPOUTENbHBIE COOOIIECHUS
Jyuiie urHopupoBath. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4YaJIbHOW CTajuu;

7. ban arpeccopa. B mporpamMmmax oOMEHa MIHOBEHHBIMHU COOOIICHHSIMHU, B
COIIMAIBHBIX CETAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKHA COOOIICHUN C
OIPEEIICHHBIX a/IPECOB;

8. Ecim ThI cBuperenp kuOepOyiiuHra. TBoM AEHCTBUA: BBICTYNUTH IPOTHB
npeciieoBaTelis, IMOKa3aTh €My, 4YTO €ro JCHCTBHS OLIEHHWBAIOTCS HETaTUBHO,
MOJ/IepKAaTh KEPTBY, KOTOPOM HY)KHA ICHUXOJOTHYECKas IOMOINb, COOOIIUTH
B3pOCIIBIM O (haKTe arpecCUBHOIO MOBEECHUS B CETH.

MooOnabHbIi Tes1edoH

CoBpemeHHbIE cMapTPOHBI W IUIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIbIN
GYHKIIMOHAN, W TEMepb OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMH
KoMIibroTepamu. OTHAKO, CPEACTB 3aAUTUTHI IS MMOJAOOHBIX YCTPONCTB MOKA OYEHB
Majo. TecTmpoBaHWE W TIOMCK VYI3BUMOCTEH B HHUX IIPOUCXOAWT HE TakK
uHTeHCUBHO, Kak i 1K, To ke camoe kacaeTcs U MOOWIBHBIX MPUIIOKEHUH.
CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YyXe MPAKTUYECKH JIOTHAJM HACTOJbHBIC
aHaJOTH, OJHAKO pacliupeHue (yHKIMOHATa BJI€UYEeT 3a COOOW OOJBIIYIO
CIIO)KHOCTh M MEHBIIYI 3allUIIeHHOCTh. Jlajeko He Bce MPOU3BOIUTEIH
BBITTYCKAIOT OOHOBJICHMSI, 3aKPBIBAIOIINE KPUTHYCCKHUE YSI3BUMOCTH IJIT CBOMX
YCTPOMCTB.

OcCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOUIIBLHOTO TenedoHa:

1. Huuero He sBisiercst mo-HacTosiuieMy OecruiaTHeIM. Bynp ocTopoxeH, Benb
Koraa Tede mpeasiaraloT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBbITh CKPBITHI Kakue-
TO TUIATHBIE YCIIYTH;

2. lymaii, npexae yeM otnpaButb SMS, ¢hoto mnu Bujeo. Tl TOUHO 3HAEUIb, ITIE
OHH OyZlyT B KOHEYHOM HUTOTE?

3. Heo0xonuMo 0OHOBIISITH OMEPALIMOHHYIO CUCTEMY TBOETO CMApPT(HOHA;
4. Ucnonb3yil aHTUBUPYCHBIE POTPAMMBI 1711 MOOMJIBHBIX TE€JIE(POHOB;

5. He 3arpyxaii TpWIOKEHUS OT HEWU3BECTHOTO HMCTOYHUKA, BEIAb OHU MOTYT
cofiepaTb BPEIOHOCHOE IPOrpaMMHOE 00€CTIEUCHHUE;

6. Ilocne Toro kak THI BBIMJEHIL C CalTa, TJI€ BBOJWII JIMYHYIO WH(OPMAIIHIO,
3aii B HACTPOMKM Opay3epa u ynaiu cookies;

7. llepuoguyeckn npoOBEpsA KAKHUE IUJIATHBIE YCIYI'M aKTUBUPOBAaHbI HAa TBOEM
HOMEDE;

8. JlaBaii cBOil HOMEp MOOUIILHOTO TenedOoHa TOJIBKO JIIOASM, KOTOPBIX ThI 3HACIIb
U KOMY JIOBEpsClIb;



9. Bluetooth nmomxeH ObITH BBIKIIIOUEH, KOT/IA THl UM HE MoJb3yenibes. He 3a0biBait
MHOT/Ia MIPOBEPSTH ATO.

Online urpsi

CoBpeMEHHbIE OHJIANH-UTPBl — 3TO KPACOUHBIE, 3aXBaThIBAIOLINE pPA3BICUECHUS,
OOBEIUHSIONINE COTHU THICAY YENIOBEK IO BceMy MHpY. Mrpoku wucciemayror
JAHHBIM UM MHp, OOIIAIOTCS APYT C APYTrOM, BBIMOIHSIOT 3aJaHUS, CPAKAIOTCS C
MOHCTPaMH M TMOJYYalOT OMBIT. 32 YIOBOJBCTBUE OHU IUIATAT: MOKYMNAIOT JIHCK,
OIJIAYMBAIOT aOOHEMEHT WJIM MPUOOpETaIoT Kakue-To omuuu. Bce 3t cpencrsa
UIyT Ha TMOAJEpX aHUE U Pa3BUTHE WIPhI, a TakXKe Ha caMy O€30MacCHOCTH:
COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPU3AllMM, BBIITYCKAIOTCSI HOBBIE I1aTYU
(uudpoBble 3amiaTKd I TpOrpamMM), 3aKpbIBAIOTCS YSI3BUMOCTH cepBepoB. B
MOJIOOHBIX UTPAX CTOMUT OIMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaXu
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpPU3AIMK OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI IO 0€30IMaCHOCTH TBOETO HUI'POBOT'O aKKAyHTaA!:

1. Ecnu apyrodi WMrpok BeAeT ceOs IUIOXO WM co3daeT Tebe HENpUSITHOCTH,
3a0JIOKUPYH €T0 B CITUCKE UTPOKOB;

2. HO)KEUIYI?IC?I AIMHUHHUCTPATOpAaM HIPbBI Ha ILIOXOC IIOBCACHHC I3TOI'0O HI'POKA,
KCJIATCIIBHO IMPUJIOKHUTh KAKHC-TO JOKA3aTCIIbCTBA B BUAC CKPHUHOB,

3. He yxa3biBaii TM4HY0 HHPOpPMALMIO B poQaiiie Urpsl;
4. YBaxall Apyrux y4aCTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuiinaabHbIC MTaTIYH U MOJIBL;

6. Mcrionb3yii CI0KHBIE U pa3HbIE IAPOJIH;

7. Jaxe BO BpeMsl UTIPbl HE CTOUT OTKJIFOUATh aHTUBHUPYC. [Ioka Thl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

DOUIIHHT WA Kpaika JIMYHBIX JaHHbIX

OOBIYHOM KpaXkel JIeHer W JTOKYMEHTOB CETOIHS YK€ HUKOTO HE YJIMBHIIb, HO C
pPa3BUTHEM MHTEPHET-TEXHOJOTHI 3JIOYMBIIICHHUKH TTEPEMECTHIINCHh B MHTEPHET,
U TIPOJODKAIOT 3aHUMATHCS «ITOOMMBIMY) JIeJIOM. Tak IMOSBHJIACh HOBas yrposa:
WHTEPHET-MOIIEHHUYECTBA WM (UINWHT, TJIaBHAs IIeJIb KOTOPOTO COCTOUT B
MOJTyYCHHH KOH(DHMICHIIMAIBHBIX JTaHHBIX TOJb30BaTEIC — JIOTHHOB U ITapOJICH.
Ha anrmmiickom s3bike phishing uutaercs xak ¢umunr (ot fishing — priOHas
JIOBJIS, password — Imapoib).

OCHOBHBIE COBETHI IO OOPHOE C PUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaeliib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBAaThH €€ W COOOIIUTH aJIMHUHHCTpPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpeEe;

2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIE, MHTEPHET-MAara3uHoOB U
MTOMCKOBBIX CHCTEM;



3. Vcnonb3yi cloKHBIE U pa3Hble maponu. Takum oOpa3oM, eciiu TeOsi B3JI0MAIOT,
TO 3JIOYMBILUIEHHUKH MOIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY MPOQUIIIO B CETH,
a HE KO BCEM;

4. Ecau te0s B3MOManu, TO HEOOXOAMMO MPEIYNPENUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBI€ 100aBJIEHBI y TE€OS B IPY3bsiX, O TOM, YTO T€OS B3JIOMAJIA U, BO3MOXHO, OT
TBOETO UMEHHU OYAET pacchblIaThCs CIlaM M CChUIKM Ha (PUILIMHIOBBIE CAMThI;

5. YcranoBu HanexHsii napons (PIN) Ha MoOumbHBIN TenedoH;
6. OTKIIIOYM COXpAaHEHHE MMapoJis B Opay3epe;

7. He oTkpbiBaii (haitsibl 1 1pyrre BIOKEHUS B MMUChbMaX Ja)Ke €CIIU OHH MPHUILUTA OT
TBOMX JApy3el. JIydiie yTouHu y HUX, OTIPABISUIN JIM OHU TeOe 3TU (aiiibl;

Hugposas penyrauus

[Mudposas penyranus - 3T0 HEraTUBHAs WM MO3UTHBHAS MH(OpMALUs B CETU O
tebe. Kommpomerupytonias uHpopMmalus pa3MelIeHHass B HHTEPHETE MOXKET
CEpPbE3HBIM O00pa30M OTpa3UThCsl Ha TBOEW peanbHOU ku3HU. «{udposas
penyTanus» - 3T0 TBOW UMUK, KOTOPbI (popMuUpyeTcsa U3 nHpopmanuu o Tede B
uHTepHeTe. TBOe MeCTO KHUTENbCTBA, yueObl, TBOE (PMHAHCOBOE IOJIOXKEHUE,
O0COOEHHOCTH XapakTepa U paccKasbl O OJM3KUX — BCE ATO HAKAILJIMBAETCS B CETH.
MHorue moOApPOCTKM JIETKOMBICIEHHO OTHOCATCS K NyOJUMKauuu JINYHOU
uHpopMmanuu B MHTepHETE, HE MOHUMAsT BO3MOXKHBIX MOcCnencTBUi. Thl naxe He
CMOJKElIb A0rafarbcs O TOM, 4To gororpadus, pasMelleHHas 5 JeT Ha3al, cTajia
OPUYMHON OTKa3za MpHUHATH TeOs Ha padory. KommeHTapuu, pasmelieHue TBOUX
dotorpaduii u apyrue 1eHCTBUS MOTYT HE HCUE3HYTh Ja)Ke MOoCIie TOT0, Kak Thl UX
yaanuuib. Thl HE 3Haellb, KTO COXPAaHWUJ 3Ty MH(pOpMaluio, momaja jJud OHa B
MIOMCKOBBIE CHUCTEMBl M COXpaHWJIACh JIM OHA, & TJIABHOE: YTO MOAYMAalOT O Tebe
OKpYy>Karouiee JIFoJ1, KOTOpble HAUAYT U yBUAAT 3T0. HaliTu mHdopmanmo MHOTO
JIET CIYCTS CMOXET JIF0OOW — KaK U3 JIOOPBIX MOOYXICHUM, TaK U C HAMEpPEHUEM
OPUYUHUTH BPEZ. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI MO 3aIIUTE HU(POBOU penmyTaruu:

1. ITogymaii, mpexie 4em 4To-To MyOJIMKOBaTh U MIEpeiaBaTh y ce0s B Oore win B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npoduiisi yCTaHOBH OTPaHUUYEHUSI Ha POCMOTP TBOETO MPOduIs
U €ro CONEPKUMOTIO0, CIETIal €ro TOJIBKO «IJIsl IPY3en»;

3. He pasmemaii m He yKa3pBail HHQPOpPMAIHIO, KOTOpas MOMXKET KOTO-JTH00
OCKOPOJIATH W OOMKATh.

ABTOpPCKOE NIPAaBO

CoBpeMeHHbIE MIKOJILHUKH— aKTUBHBIE MOJIh30BaTENId 1U(PPOBOTO MPOCTPAHCTBA.
OnmHako [ajnexko HE BCE 3HAKOT, YTO IIOJIb30BAHME MHOTHUMH BO3MOXHOCTSIMU
nudpoBoro mupa TpeOyeT COONMIOACHUS TMpaB HAa  HHTEJUICKTYyaJbHYIO
COOCTBEHHOCTh. TepMHH «UHTEJUICKTyalbHasi COOCTBEHHOCTh» OTHOCHUTCS K
Pa3IUYHBIM TBOPEHHUSM YEIOBEYECKOTO yMa, HaYMHAs C HOBBIX HM300pETEHUU U



3HAaKOB, 0003HAYaAIOIIUX COOCTBEHHOCTh HAa MPOJYKTHI U YCIYTH, U 3aKaH4MBas
KHUTaMH, (otorpadusiMu, KHHOPHIEMAMH M MY3BIKQJTBHBIMH TPOHU3BEICHISIMH.
ABTOpCKME TIpaBa — O3TO MpaBa Ha WHTEIUICKTYaJbHYI0 COOCTBEHHOCTh Ha
NPOM3BE/ICHUS HAYKH, JTUTEPATyphl U UCKYCCTBA. ABTOPCKHE TpaBa BBICTYIAIOT B
KaueCTBE TapaHTHH TOTO, YTO WHTEJUICKTYaJbHBII/TBOPUYECKAN TPYH aBTOpa HE
OymeT HampacHbIM, JacT €My CIpaBeIJIMBBIC BO3MOKHOCTH 3apaborarh Ha
pe3yiIbratax CBOETO Tpy[a, MOIYYHTh W3BECTHOCTh W TIpu3HaHue. Hukrto 0Oe3
paspelieHusi aBTOpa HE MOXKET BOCIPOU3BOIUTH €ro  MPOU3BE/ICHHE,
pacrpoCTpaHaTh, MYOJUMYHO JIEMOHCTPHPOBATh, IPOAABATH, HMMIIOPTHPOBATH,
IyCKaTh B IPOKAaT, MyOJMYHO HCIIONHSATH, MTOKA3bIBATH/UCIIONHATE B dQHpEe WK
pasmemniath B UWHTepHere. lcmonp3oBaHWE —«IHPATCKOrO»  MPOTPAMMHOTO
00ECIIeYCHNsT MOXKET MPUBECTH KO MHOTUM PHCKAaM: OT TIOTEPU JAHHBIX K TBOUM
aKKayHTaM 70 OJIOKMPOBKH TBOETO YCTpPOWCTBa, TNIE€ YCTAHOBJCHA HeJeTalbHas
nporpamma. He crout Takxke 3a0bIBarTh, YTO CYIIECTBYIOT JICTaJbHBIC W
OecIuIaTHbIe MPOTrPaMMBbI, KOTOPBIE MOXKHO HATH B CETH.



